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SANS Cybersecurity Courses   

SysAdmin Audit Network and Security, SANS 

1. SANS MGT514 Security Strategic Planning, Policy, and Leadership Course (VOD, 
MP3, PDF ) 

2. SANS MGT551 Building and Leading Security Operations Centers (GSOM) Course 
(VOD, USB, PDF ) 

3. SANS MGT514 Security Strategic Planning, Policy, and Leadership 
4. SANS MGT551 Building and Leading Security Operations Centers (GSOM) Course 
5. SANS MGT551 Building and Leading Security Operations Centers OnlCourse 
6. SANS FOR710 Reverse-Engineering Malware Advanced Code Analysis (VOD, PDF, 

USB) 
7. SANS FOR508 Advanced Incident Response, Threat Hunting, and Digital Forensics 

(VOD, USB, PDF ) 
8. SANS FOR509 Enterprise Cloud Forensics and Incident Response(GCFR) Course 

(VOD, USB, PDF ) 
9. SANS FOR572 Advanced Network Forensics Threat Hunting, Analysis, and Incident 

Response Course 
10. SANS FOR500 Windows Forensic Analysis Response Course 
11. SANS FOR710 Reverse-Engineering Malware Advanced Code Analysis 
12. SANS FOR508 Advanced Incident Response, Threat Hunting, and Digital Forensics 
13. SANS FOR508 Advanced Incident Response, Threat Hunting, and Digital Forensics 
14. SANS FOR509 Enterprise Cloud Forensics and Incident Response(GCFR) Course 
15. SANS FOR572 Advanced Network Forensics Threat Hunting, Analysis, and Incident 

Response 
16. SANS FOR500 Windows Forensic Analysis Response Course 
17. SANS SEC565 Red Team Operations and Adversary Emulation Course 
18. SANS SEC587 Advanced Open-Source Intelligence (OSINT) Gathering and Analysis 
19. SANS SEC699 Purple Team Tactics - Adversary Emulation for Breach Prevention & 

Detection (VOD, USB , PDF) 
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20. SANS SEC530 Defensible Security Architecture and Engineering (GDSA) Course 
(VOD, USB, PDF ) 

21. SANS SEC542 Web App Penetration Testing and Ethical Hacking (GWAPT) 
22. SANS SEC565 Red Team Operations and Adversary Emulation Course 
23. SANS SEC587 Advanced Open-Source Intelligence (OSINT) Gathering and Analysis 
24. SANS SEC699 Purple Team Tactics - Adversary Emulation for Breach Prevention & 

Detection 
25. SANS SEC530 Defensible Security Architecture and Engineering (GDSA) Course 
26. SANS SEC542 Web App Penetration Testing and Ethical Hacking (GWAPT) 
27. Hacker Tools, Techniques, and Incident Handling (SANS SEC504) 
28. SANS SEC504 Hacker Tools, Techniques, and Incident Handling 
29. SANS SEC511 Continuous Monitoring and Security Operations GIAC Continuous 

Monitoring Certification (GMON) 
30. SANS SEC401 Security Essentials Network, Endpoint, and Cloud GIAC Security 

Essentials (GSEC) 
31. SANS SEC450 Blue Team Fundamentals Security Operations and Analysis GIAC 

Security Operations Certified (GSOC) 
32. SANS SEC455 Security Information and Event Management (SIEM) 
33. SANS SEC487 Open-Source Intelligence (OSINT) Gathering and Analysis GOSI 
34. SANS SEC503  Intrusion Detection In-Depth GIAC Certified Intrusion Analyst (GCIA) 
35. SANS SEC504 Hacker Tools, Techniques, and Incident Handling 
36. SANS SEC505 Securing Windows and PowerShell Automation 
37. SANS SEC505 Securing Windows and PowerShell Automation GIAC Certified 

Windows Security Administrator (GCWN) 
38. SANS SEC506 Securing Linux & UNIX - GIAC Certified UNIX Security Administrator 

(GCUX) 
39. SANS SEC511 Continuous Monitoring and Security Operations GIAC Continuous 

Monitoring Certification (GMON) 
40. SANS SEC542 Web App Penetration Testing and Ethical Hacking GIAC (GWAPT) 
41. SANS SEC545 Cloud Security Architecture and Operations Course 
42. SANS SEC560 Network Penetration Testing and Ethical Hacking GIAC Penetration 

Tester (GPEN) 
43. SANS SEC575 Mobile Device Security and Ethical Hacking 
44. SANS SEC583 Crafting Packets 
45. SANS SEC588 GCPN Cloud Penetration Testing GIAC Cloud Penetration Tester 
46. SANS SEC599 Defeating Advanced Adversaries GIAC Defending Advanced Threats 

(GDAT) 
47. SANS SEC617 Wireless Penetration Testing and Ethical Hacking 
48. SANS SEC642 Advanced Web App Penetration Testing, Ethical Hacking, And 

Exploitation Techniques 
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49. SANS SEC660 Advanced Penetration Testing, Exploit Writing, and Ethical Hacking 
50. SANS SEC760 Advanced Exploit Development for Penetration Testers 
51. SANS SEC401 Security Essentials Network, Endpoint, and Cloud GIAC Security 

Essentials (GSEC) 
52. SANS SEC450 Blue Team Fundamentals Security Operations and Analysis GIAC 

Security Operations Certified (GSOC) 
53. SANS SEC503 Intrusion Detection In-Depth GIAC Certified Intrusion Analyst (GCIA) 
54. SANS SEC504 Hacker Tools, Techniques, and Incident Handling OnlCourse 
55. SANS SEC505 Securing Windows and PowerShell Automation GIAC Certified 

Windows Security Administrator (GCWN) 
56. SANS SEC511 Continuous Monitoring and Security Operations GIAC Continuous 

Monitoring Certification (GMON) 2020 
57. SANS SEC542 Web App Penetration Testing and Ethical Hacking GIAC (GWAPT) 
58. SANS SEC545 - Cloud Security Architecture and Operations Course 
59. SANS SEC560 Network Penetration Testing and Ethical Hacking GIAC Penetration 

Tester (GPEN) 
60. SANS SEC583 Crafting Packets OnlCourse & PDF Guide 
61. SANS SEC642 ADVANCED WEB APP PENETRATION TESTING, ETHICAL HACKING, AND 

EXPLOITATION TECHNIQUES OnlCourse 


